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Cyber Security Policy
Inspire South West

Inspire South West Reviewed: 8th April 2026 | Next Review Due: April 2027 (or earlier if required)
1. Policy Statement
Inspire South West is committed to safeguarding its digital infrastructure, systems, and data from cyber threats. This policy outlines how Inspire South West will prevent, detect, and respond to cyber security incidents and how staff are expected to protect digital resources.
2. Purpose
This policy aims to:
· Protect Inspire South West's IT systems and sensitive data from unauthorised access, disruption, or loss.
· Promote cyber security awareness and good practice.
· Ensure compliance with UK GDPR, the Data Protection Act 2018, the Online Safety Act 2023, the Computer Misuse Act 1990, and other relevant legislation.
3. Scope
This policy applies to:
· All staff, volunteers, contractors, and visitors who use or access Inspire South West’s digital systems.
· All devices and systems operated by or on behalf of Inspire South West.
· All data, files, communications, and software managed within the organisation.
4. Roles and Responsibilities
Senior Leadership Team
· Ensure effective oversight and resourcing for cyber security.
CEO (Cyber Security Lead)
· Maintain and implement this policy.
· Oversee staff training and system security.
· Investigate and respond to cyber incidents.
All Staff
· Follow cyber security procedures.
· Complete mandatory cyber security training.
· Report incidents or suspected threats immediately.
5. Cyber Security Controls
5.1 Access Control
All staff must use strong, unique passwords for all Inspire South West systems and accounts.
Passwords must:
· Be at least 12 characters long.
· Include a mix of upper- and lower-case letters, numbers, and symbols.
· Not contain easily guessed information such as names, birthdays, or common words.
Passwords must be stored securely and never written down or shared.
Staff must not reuse passwords across personal and work accounts.
Multi-Factor Authentication (MFA) must be enabled wherever available.
Passwords should be changed immediately if compromise is suspected.
System administrators must ensure:
· All accounts have unique login credentials.
· Default passwords on devices or software are changed upon installation.
· Inactive accounts are disabled or deleted promptly.
· Access rights are reviewed regularly to ensure the principle of least privilege.
Password and Credential Sharing
· Staff must not share passwords, login details, authentication codes, or access credentials with anyone under any circumstances.
· This includes colleagues, family members, friends, students, parents/carers, volunteers, visitors, or third parties.
· Each user must access Inspire South West systems using their own individual credentials only.
· Any suspected or actual compromise of login details must be reported immediately to the Operations Manager.
5.2 Data Protection
· Personal and sensitive data must be encrypted where possible.
· Avoid storing confidential data on personal devices.
· Use approved platforms for storing and sharing information.
5.3 Device Security
· All devices must have up-to-date antivirus and security software.
· Software and systems must be regularly patched and updated.
· Lost or stolen devices must be reported without delay.
5.4 Safe Use of Email and Internet
· Do not click on suspicious links or open unknown attachments.
· Report phishing attempts to the Operations Manager. Staff should be aware of increasingly sophisticated threats including AI-generated phishing emails, voice cloning, and deepfake content that may appear to come from trusted contacts. When in doubt, verify requests through an alternative channel before acting.
· Work email must only be used for professional purposes.
Use of Personal Email Accounts
· Staff must not use personal email accounts (e.g. Gmail, Hotmail, Yahoo, iCloud or similar) to send, receive, store, or forward Inspire South West information or personal data.
· All work-related communication must be conducted using approved Inspire South West email accounts and systems only.
· Personal data must never be forwarded from an Inspire South West email account to a personal email address.
· Any accidental receipt or transmission of Inspire South West information via a personal email account must be reported immediately to the Operations Manager and treated as a potential data breach.
Freelance and Business Email Accounts
· Freelance staff, contractors, and associates may use their own business or professional email accounts for communication with Inspire South West senior staff where this has been agreed as part of their engagement.
· Such email accounts must be business-only accounts (not personal email addresses) and must be appropriately secured with strong passwords and, where available, Multi-Factor Authentication (MFA).
· Freelance and contractor email communication must only be used for operational or administrative matters and must not be used to transmit or store unnecessary personal or special category data.
· Where Inspire South West systems or email accounts are provided, these must be used in preference to external business email accounts.
5.5 Remote Working
· Use secure remote access methods (e.g. VPN or MFA).
· Apply the same security standards as when working onsite.
Wi-Fi and Network Security
· Staff must ensure that any Wi-Fi network used to access Inspire South West systems is password-protected and reasonably secure.
· Inspire South West systems must not be accessed using public or unsecured Wi-Fi networks (e.g. cafés, public transport, or open hotspots) unless appropriate security measures are in place, such as Multi-Factor Authentication (MFA) or other approved protections.
· Inspire South West Wi-Fi access details must not be shared with unauthorised individuals.
· Guest access may only be provided where it has been approved and appropriately risk-assessed.
6. Cyber Incident Response
· All incidents must be reported immediately to the Operations Manager.
· Incidents will be recorded, investigated, and reviewed. ISW aims to align its cyber security controls with the NCSC's Cyber Essentials scheme and will consider formal certification.
· If personal data is compromised, it will be reported to the Information Commissioner’s Office (ICO) where required.
· Lessons learned will inform updated practices.
7. Training and Awareness
All staff will receive:
· Cyber security induction training.
· Ongoing refresher sessions and updates on current threats.
· Support and guidance where concerns arise.
8. Monitoring and Review
· System use may be monitored in accordance with the Acceptable Use Policy.
· This policy will be reviewed annually or sooner in the event of a significant incident or legal change.
9. Related Documents
· Acceptable Use Policy
· Data Protection and GDPR Policy
· Remote Working Policy
· Safeguarding and Child Protection Policy
· Staff Code of Conduct
10. Policy Review

Updated: 10th October 2025-20/1/2026
Next Review Due: October 2026 (or earlier if required)
· Policy Adopted: 14th April 2023
· Reviewed: 1st August 2024
· Reviewed: 9th April 2025
· Updated: 10th October 2025
· Updated 20/1/2026
· Reviewed: 18th August 2026
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