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1. Introduction and Purpose
This policy sets out Inspire South West’s commitment to protecting personal data in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Inspire South West (ISW), a registered Community Interest Company providing alternative education provision (AEP), acts as a Data Controller and is registered with the Information Commissioner’s Office (ICO) under registration number ZA115033.
This policy applies to all personal data held and processed by ISW and outlines the responsibilities of staff, contractors, and volunteers in handling this data lawfully and securely. ISW also has regard to ICO guidance on the use of artificial intelligence and automated decision-making tools, and will carry out Data Protection Impact Assessments (DPIAs) before deploying any new technology or system that involves high-risk processing of personal data, in line with Article 35 of the UK GDPR.

2. Scope
This policy applies to:
· All personal data processed by Inspire South West
· All staff, contractors, agency workers, volunteers, and visitors
· All systems, both paper-based and digital, used for processing personal data
It covers information relating to students, parents/carers, staff, volunteers, visitors, and third-party contacts.

3. Key Definitions
· Personal Data – Information that identifies or can identify a living individual
· Special Category Data – Sensitive data such as health, ethnicity, religion, and sexual orientation
· Data Subject – The individual whose data is being processed
· Data Controller – The organisation responsible for determining the purposes and means of processing
· Data Processor – Any party processing personal data on behalf of the controller
· Processing – Any operation performed on personal data (e.g., collecting, storing, sharing)

4. Roles and Responsibilities
4.1 Directors
The Directors hold overall accountability for compliance and review of this policy.
4.2 Data Protection Officer (DPO)
The DPO is responsible for:
· Monitoring compliance with UK GDPR
· Advising staff on their obligations
· Overseeing data protection impact assessments (DPIAs)
· Liaising with the ICO
· Supporting data subjects with their rights
ISW’s DPO is Lyn Brown
📧 Lyn.Brown@inspiresouthwest.co.uk
📞 07453 300171
4.3 Staff and Volunteers
All individuals handling personal data on behalf of ISW must:
· Adhere to this policy and supporting procedures
· Complete required data protection training
· Report data breaches promptly
· Maintain confidentiality during and after their engagement with ISW

5. Data Protection Principles
ISW commits to following the six key principles of data protection:
1. Lawfulness, Fairness, and Transparency – Data will be processed fairly and openly with a clear legal basis.
2. Purpose Limitation – Data will only be used for specified, explicit purposes.
3. Data Minimisation – Only data that is necessary will be collected and processed.
4. Accuracy – Personal data will be kept accurate and up to date.
5. Storage Limitation – Data will not be retained longer than necessary.
6. Integrity and Confidentiality – Data will be protected with appropriate technical and organisational measures.

6. Lawful Bases for Processing
ISW processes data on the basis of:
· Consent
· Legal obligations
· Contractual necessity
· Vital interests (emergencies)
· Legitimate interests
· Public task (in the case of safeguarding and education-related duties)
For special category data, ISW ensures a lawful basis and a condition under Article 9 (e.g. explicit consent, safeguarding obligations, health and social care reasons).

7. Consent
Consent will be:
· Informed and freely given
· Clear, specific, and affirmative (opt-in)
· Recorded securely
· Withdrawable at any time
Parental consent is required for data processing involving children under 13. Young people aged 13+ may provide consent if they have sufficient maturity to understand their rights.

8. Privacy Notices
ISW provides clear, accessible privacy notices to:
· Staff
· Students and their families
· Volunteers and third parties
These notices explain:
· What data we collect
· Why we collect it
· How we use and share it
· Retention periods
· Data subject rights

9. Data Security
9.1 Technical Measures:
· Encrypted laptops and USBs
· Secure cloud storage
· Firewalls and antivirus software
· Strong password protocols
· Regular data backups
9.2 Organisational Measures:
· Confidentiality agreements
· Locked storage for paper files
· Secure disposal of personal data
· Staff training and signed policy declarations

10. Rights of Data Subjects
All individuals have the right to:
· Access their data (Subject Access Request)
· Rectify inaccurate data
· Erase personal data in certain circumstances
· Restrict or object to processing
· Data portability (where applicable)
· Lodge a complaint with the ICO
Requests should be sent to: Lyn.Brown@inspiresouthwest.co.uk
ISW aims to respond within one calendar month.

11. Data Retention
ISW follows a Record Retention Schedule, which outlines how long different categories of data are kept. Data is disposed of securely when no longer needed.

12. Data Breaches
A personal data breach is any security incident that affects the confidentiality, integrity or availability of personal data – including unauthorised access, accidental loss, destruction, alteration, or unlawful disclosure. Breaches that pose a risk to individuals must be reported to the ICO within 72 hours; high-risk breaches must also be notified to affected individuals without undue delay (UK GDPR, Articles 33–34).
12.1 Response Procedure:
· All staff must report suspected breaches immediately to the DPO.
· The DPO investigates and records the breach.
· If the breach poses a risk to individuals, the ICO will be notified within 72 hours.
· If the risk is high, affected individuals will also be notified without undue delay.

13. Training and Monitoring
· This policy is reviewed yearly or following any legal or operational changes.
· Regular audits are conducted to monitor compliance.

14. Joint Controller Agreements
Where ISW shares data with other organisations under joint responsibility, formal agreements will be established outlining each party’s responsibilities.

15. Records of Processing
ISW maintains an up-to-date Record of Processing Activities (ROPA), including:
· Types of personal data processed
· Purpose of processing
· Lawful basis
· Retention periods
· Security measures
This record is made available to the ICO upon request.

16. Policy Review
This policy will be reviewed annually, or sooner if changes in legislation, practice, or provision require it.
· Policy Adopted: May 2022
· Reviewed: 17th September 2023
· Reviewed: 1st August 2024
· Reviewed: 17th April 2025
· Next Review Due: April 2026
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